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Resilience is the ability of an organisation, resource or structure to be resistant to a range of
internal and external threats, to withstand the effects of a loss of capability and to recover and
resume its provision of service with the minimum loss of performance

Steelhenge

Organisational

Resilience

Crisis Media &
Communications

Business
Continuity
Management

Crisis
Management

Steelhenge specialises in Business Continuity Management - one of the
key elements in the delivery of an organisation’s resilience strategy.

We provide advice and support to our clients to ensure they are as well
prepared as possible to withstand or recover from the impact of a major
incident or disruption through planning, training and exercising.

In the private sector, we work nationally and internationally with global
organisations across all industry sectors.

In the public sector, we work nationally and internationally with central

and local government and other public service organisations.
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Business Continuity Management

Ensuring the resilience of your organisation and
delivering business continuity in the event of a major
incident requires careful planning as well as the
preparation of your staff to perform under pressure

Business continuity is about management; management of risk,
management of the response to the incident and management of
recovery from the incident.

As with all good management practice, to be effective, business continuity
management must have a clearly defned goal, a strategic approach to
achieving the goal and a detailed plan of how to get there.

It also requires leadership and effective team working — from the point
something goes wrong, a successful outcome for your organisation is
dependent on the implementation of your plan by your people. They
deserve to be prepared through training and exercising.

He who fails to plan, plans to falil

Training creates the skills needed to perform under pressure; exercises
are essential to validate your plans, rehearse your staff in their business
continuity roles and to test ICT recovery objectives.

We recognise that whilst business continuity management is an essential
component of good risk management and corporate governance, to do it
well and gain maximum beneft from it, requires signifcant commitment of
time and resource.

Through its experience and expertise, Steelhenge can take the strain and
deliver scaleable business continuity solutions that will ft your business
needs, priorities and culture.

Solutions that deliver results

* Better protected staff and assets

= Continuity of customer service

e Understanding of risk profle and mitigation strategies

< Avoidance of revenue losses and loss of shareholder confdence

e Maintenance and enhancement of brand reputation

e Compliance with regulatory requirements and fduciary responsibilities
e Conservation of budget through priority based planning and sound strategy

= Understanding of supply chain vulnerabilities and actions to secure
partners within it

e Maximised response preparedness

* Business continuity embedded as a standard company process
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Business continuity; your customers expect it, your
reputation depends on it and business demands it

Essential for success

* Obtaining senior management buy in and understanding of the work

= Developing a clear understanding of the organisation’s strategic
business priorities

* Good project management to keep the work on course

« Building staff awareness and confdence in business continuity
through training

= Driving through implementation of the processes

= Transferring the right knowledge to the right people
« Well designed and delivered exercises

* Pragmatic approach based on clear needs analysis






How can Steelhenge help you?

We will work with you to implement your The team
business continuity programme tailored to meet

your objectives, the culture, core business values
and structure of your organisation

Our support to you will be provided by an experienced team who have
worked for many years in different sectors of private and public service
organisations as business continuity and ICT continuity specialists.

Our staff have ‘been there, seen it and lived through major incidents!
Therefore we provide practical advice and consultancy support based upon
real-life expertise and knowledge.\We pride ourselves on our personal,
pragmatic and ‘plain English’ delivery of business continuity.

Our approach

We will work with you in a variety of ways to meet your needs.This may be
through the development and implementation of a full business continuity
management programme from frst principles or we may support you in a
modular way acting as a trusted adviser or delivering specifc components
of your business continuity programme.

If you are unsure where to start, we can review your business and help you
establish the frst steps.

Meeting professional standards

Steelhenge is one of the few consultancies certifed to BS 25999-2
with practical experience of implementing its own business continuity
management system.

All of our work is delivered in accordance with the British Standards
in Business Continuity Management (BS 25999) and ICT Continuity
Management (BS 25777), as well as following the Business Continuity
Institute’s Good Practice Guidelines.

Steelhenge is a Partner of the Business Continuity Institute and committed
to supporting continued professional development in this area.
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ICT Continuity Management

Steelhenge offers a full range of information and communication technology
(ICT) continuity services to clients.We have ICT specialists who are
experienced in all aspects of organisational ICT infrastructures from a
continuity and disaster recovery perspective. They provide support across
the board from ICT review to testing of recovery centres and procurement
of data services. All our work is delivered in line with BS 25777 and some of
our staff were instrumental in the initial development of the Standard.

The services include;

ICT continuity reviews, audits and health checks
Defning ICT back up, resilience and recovery strategies
ICT continuity solutions design and implementation
ICT recovery testing

ICT continuity training

Third party supplier procurement, support and advice

Data centre support and reviews



Plan. Train. Rehearse.The three essential
elements of any resilience strategy

Training and awareness

For an organisation to fully realise the benefts of its Steelhenge offers a portfolio of business continuity and crisis management
investment in business continuity, it is essential that courses designed to equip your staff with the skills and knowledge they
staff at all levels are aware of their role and have the need to fulfl their role in your organisation’s business continuity system.

necessary skills to contribute to its success

The scope of training includes:

* Basic awareness of business continuity for all staff
= Executive briefngs on business continuity roles and responsibilities

* Business continuity champions training for those who will be actively
involved in business continuity management and response

« Crisis management training

All courses will be tailored to meet the needs of your staff in the context
of your organisation and its objectives. They are highly interactive and

are delivered by our experienced trainers all of whom have worked
operationally in their felds. They draw on a wealth of real-life experience
in offering practical tips and advice to support your staff in the practical
implementation of their learning.

The courses are endorsed by the Business Continuity Institute and delivered
by qualifed business continuity and ISEB practitioners.
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Exercising and testing

Once the plans have been written and the recovery
infrastructure is in place, it is essential that exercises are
conducted to build familiarity and confdence amongst
your staff, validate the plans and test systems

There are many methods for exercising and testing business

continuity, crisis management and recovery plans. We will
advise you on what is most appropriate for your needs.

We will then support you in delivery; from full design and

execution to provision of reports and recommendations.

Plan walk throughs

Scenario based workshops

Desktop exercises

Call out (contacts) rehearsals

ICT exercises and system tests

Live rehearsal of evacuation and other drills
Executive and board level workshops and exercises
Command post exercises

Full simulation exercises

Provision of observers for your exercises



Other resilience brochures:

« |ICT Continuity Services

« Crisis Management Consultancy

e Crisis Communications and Media Management
« Exercising for Resilience

« Information Security and Data Protection

e Compliance and Governance

Our commitment

“With our help, advice and support, you can be confdent that your organisation
will be prepared to manage a disruption effectively and continue to thrive.
Through detailed planning, focused training and well designed exercises, you and
your staff will be prepared to perform at their peak and your organisation will be
much more resilient as a result.

Our approach is about offering fexible and scaleable solutions designed to
meet your needs. Not only this, we also recognise that your staff are often busy
delivering core business so our project staff endeavour to make this easier and
work as independently as possible. Our aim is to create a relationship based on
trust through top quality service delivery and value for money.”

Dominic Cockram
Managing Director

For more information Call: 0845 094 2117

on Steelhenge’s ” .
Business Continuity E-mail: continuity @steelhenge.co.uk

Management services: Website: www.steelhenge.co.uk






