RISK /|

the journal of security and business continuity

Risl(@ﬂ[m

Business continuit

Lyndon Bird of the Business
Continuity Institute (BCI)
discusses applying a business
continuity management (BCM)
framework to build organisational
resilience in a crisis

ocal Authorties and other Public Sector
L:rgamsm ions throughout the UK have been
eveting significant time and resource 1o the
development of Business Continuity Management (BCM)
programmes in recent years, spurred on by the
requirements of the Civil Contingencies Act and further
encouraged by the findings of the Pt Review.

Even without these stimuli, continuity of serice is
Important in the public sector for two essential reasons;
People, inciuding many vulnerable peaple, rely on the
senices provided; and secondly public sector
organisations can be major businesses and sources of
employment within a local econemy.

Furthermore modem public sector orgamsations are
heavily reliant on partnerships with pnvate organisations
1o deliver senvices. Deteriorating economic conditions
mean that the public sector needs to understand its
dependencies on service delivery. The impact of a
senvice-pariner unexpectedly failling would be far harder
to manage and recover from than a supplier of products.

In the Jocal government environment, respons ibility for
BCM is often placed with Emergency Planning Officers.
The statutory responsibility under the Civil Contingencies
Act 2004 tends to be defined in the namower sense of
supporting the public in emergencias, and in the
capability of Category 1 responders 10 recover from and
continue providing their pnmary services post-disaster.

The BCI argues that BCM shares many common
attributes of Emergency Planning but fundamentally
BCM is a key management process that crosses a
number of functions. There are many important aclivities
within public sector organisations that need to be safe-
guarded in the event of @ major disruption,

So how should policy development reflect the broader
BCM parspective, beyond emergency planning?

There are some key aspects of BCM that are warth
exploring in depth as geting these nght and relevant
can make a major difference to the level of
organisational resiliency.

Scenarios

You can spend a long tme thinking about scenanos —
what you will see s that many scenarios have the same
Impact e, a shortage of people, a loss of access to
the primary workplace, loss of access (0 key [T systems,
the need to deal with the media quickly and effectively,
customers wanting to know what {s going on.

Not all impacts affect key sensces to customers and
lherafore impacls can be dealt with based on ther
Importance, In BCM language these are calted “critical
activities” — It may be decitded that senvices that deal
directly with vulnerable peaple will take priority over
other services, which are less time-sensitive, Clearly
any change of senice provision, even on a temporary
basis needs to be communicated to all key
stakeholders, 1o allay concems.

Part of the process in understanding impacts is |ooKing
at recovery times - you should set recovery times

Building in BCM

according to the imperiance of the activity or process.
When the terrorists attacked Glasgow Airport, there

were three distinct phases of the response - managing

the emergancy Nself, getting the aimport aperational

If properly appliec
a BCM programm

again (achieved with 24 hours) and then recovery to can heflp an
nermal operations, You can see that this would not # s
happen without an applied process well in advance. Of’gamsat.l on

And again, part of the process it to look at what actions
to take to improve further for the next incident.

identify threats
and the impacts
to operations
that those threats
if realised,

People

People factors must be fully considered in Business
Continuity Planning, Staff wellbeing issues and the
arganisation’s duty of care obligations need 1o be
considerad within BCM planning. At a practical level,
the plan may assume that staff will move location or
work different hours or have to assume more
responsibility. Research conducted by YouGov on behall
of the BCI in 2008 indicated that employeas genarally
were not aware of their emiployers’ plans..

might cause

Communication

Communications processes are vilal and cannot be
made up on the day. A delay in getting approval to
send out a media release can have detnmental impact
on reputation and increase stress levels. It is adwvised o
plan in advance with communication mapping strategies
to allow swift responsa,

Public scrutiny comes with the job in the public sector
and therefore communication with stakeholders is even
more wital than in the private sector. Politicians are
likely to be in the front-line from local people and media
In terms of “what’s gomg on” and they need to be
briefed in advance about BCM and given information in
a umely manner.

Culture
Embedding BCM in an organisation’s cullure is one of
the more difficult challenges. There I1s @ cost In unning
and maintaining a BCM programme. However plans do
need to be tested o assess their effectiveness and for
staff 1o exercise their role in the plan,
Behaviour in an exercise 1§ a good
benchmark for behaviour in the real
cnsis. Finally, it s important that
plans are reviewed, updated and
improved on a regukar basis as
dependancies change.

Where organisations want to
demonstrate a robust and independently
audited BCM programmae to stakeholdars,
then it is worth seeking certification against
the Brush Standard for BCM - BS25099,

Closing thoughts

It properly applied, a Business Continuity
Management programme can help an organisation
identify threats and the impacts to operations that
those threats, if realised, might cause, It provides a
framework for bullding arganisational resillence that
safeguards the interest of key stakeholders, reputation,
brand and value-creating activities.




